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Abstract: In Malaysia, 92.7% of people use the Internet and 23.8% are teenagers between 15 

and 24 years old. All generations, including kids and teens, now depend on the Internet as a 

daily necessity and useful tool. Its benefits for online learning and information gathering. 

Learning how to use the Internet is important for everyone in today's online environment, 

especially for children and teenagers. Internet abuse can lead to the possibility for users to 

become victims or perpetrators of cyberbullying is one of the impacts. 52% of Malaysian 

teenagers have experienced cyberbullying in a global survey conducted by UNICEF in 2020 

among 28 countries for youth cyberbullying, Malaysia ranks second in Asia. The objective of 

this research is to identify the level of knowledge and prevention against cyberbullying and 

identify the correlation between knowledge and prevention of cyberbullying. This study is 

based on primary sources and uses a purposive sampling technique focusing on the student 

Commerce Department at Politeknik Nilai. The study results are analyzed using Statistical 

Packages for The Social Sciences 25.0 software to meet the study's objectives. Findings show 

the level of respondents' knowledge and prevention practice in cyberbullying is high and the 

relationship significance of the two variables is a positive correlation value between each. It 

found that respondents are knowledgeable and apply that information. Other than that, 

educational institutions create awareness campaigns to raise understanding of the negative 

effects of cyberbullying on students. 
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1. Introduction 

 

In Malaysia, 92.7% of people use the Internet and 23.8% are teenagers between 15 and 24 years 

old (MCMC, 2023). All generations, including kids and teens, now depend on the Internet as 

a daily necessity and useful tool. Its benefits for online learning and information gathering. 

Learning how to use the Internet is important for everyone in today's online environment, 

especially for children and teenagers. Internet abuse can lead to the possibility for users to 

become victims or perpetrators of cyberbullying is one of the impacts. According to (Samsudin 

et al., 2023), 52% of Malaysian teenagers have experienced cyberbullying in a global survey 

conducted by United Nations International Children's Emergency Fund (UNICEF) in 2020 

among 28 countries for youth cyberbullying, Malaysia ranks second in Asia. (Ayub & Yusoff, 

2018). Other than that, the report from the Malaysian Communications and Multimedia 

Commission (MCMC) for the period from January to 1 November 2024 complaints related to 

cyberbullying were 8,339 cases or a day of 27 cases of complaints (Bernama, 2024). These 

numbers indicate an urgent need to boost awareness and develop better prevention strategies. 
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Therefore, this study was conducted to review the level of knowledge and prevention of 

cyberbullying students from the Commerce Department of Politeknik Nilai. This study begins 

with an introduction to cyberbullying, cyberbullying in Malaysia focusing on teenagers, the 

impact of cyberbullying, and cyberbullying awareness program. 

 

Digital Landscape in Malaysian 

Daily activities are greatly influenced by the rapid development of information and 

communication technology (ICT) and the widespread use of the Internet. Now every class of 

society in Malaysia can surf the Internet, whether it's adults, youth, or children. This is reported 

through the MCMC report 2022 regarding Internet use in Malaysia, finding there was an 

increase in Internet users from 64.1% in 2012 to 92.7% in 2022. The report also shows that 

most Malaysian Internet users use the Internet for socializing purposes. The percentage of 

Internet users who communicate via text to socialize increased by 0.3% in 2022, from 98.0% 

in 2020 (MCMC, 2023) .  

 

Cyberbullying 

Cyberbullying is defined as an aggressive act that is repeated over time and involves the use of 

the victim's information (Shaikh et al., 2020). It is like the definition from Peled (2019), 

cyberbullying is the use of online information and communication technologies that serve to 

defame, support, and repeat behavior intended to harm others. This crime of cyberbullying is 

different from traditional bullying, this is because it involves the perpetrator's ability to harass 

the victim at any time and able to spy on and invade the privacy of the victim being bullied 

using online media (Mohammad et al., 2023). 

 

 Peled (2019), describes there are 7 types of cyberbullying: 1. flaming involves cyberbullies 

who will send angry, rude, or abusive messages via text or email to someone personally or to 

a group, 2. Online harassment is sending offensive messages repeatedly using digital media, 3. 

Cyberstalking is online harassment, as well as bullies sending threatening messages to their 

victims. 4. Denigration is when cyberbullies send fake messages or sending hurtful messages 

about others to victims of cyberbullying. 5. Disguise when a bully is disturbing and sends 

threats to victims of bullying where the cyberbully will pretend to be someone else. 6. Trickery 

and outings occur when a cyberbully posts and sends the bullied victim's sensitive information 

to others for viewing to embarrass the victim. 7. Exclusion is where the bully excludes the 

bullied by removing the individual from the online group and assigning a negative stigma to 

the bullied. 

 

Cyberbullying in Malaysia 

Recent cyberbullying statistics create an alarming picture of Malaysia's digital world. Data 

from the MCMC shows 27 cyberbullying cases daily, with 8,339 complaints recorded in 2024 

increase compared to 3,199 complaints in 2023 (Bernama, 2023). In a study conducted by 

UNICEF and the United Nations Secretary-General's Special Representative on online bullying 

in 2019. It was found that more than a third of respondents were from 30 countries including 

Malaysia, and teenagers aged between 13 and 24 years have been victims of cyberbullying. 

Through the report, almost three-quarters of respondents also said that social networks, 

including Facebook, Instagram, Snapchat, and Twitter are places for easy threats of bullying 

happen (UNICEF, 2019). MCMC also shows that social media is the main platform for 

cyberbullying in Malaysia for 2023 like Facebook with 1,401 complaints, followed by 

WhatsApp with 667, Instagram with 388, TikTok with 258, and X with 159 complaints. This 

shows that the main factor contributing to the problem of cyberbullying in Malaysia is the 

widespread use of social media, especially among teenagers. It also agrees by Abaido (2020) 
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according to research studies cyberbullying and online harassment are one of the problems in 

social media. The study conducted by Afroze et al., (2024) also found that cyberbullying easily 

occurs when the amount of time spent on social media is more.  

 

Impact of Cyberbullying 

This cyberbullying can happen at any time 24/7 and online content leaves a lasting digital 

footprint that is hard to erase. This will hurt teenagers, affecting their mental, emotional, and 

social well-being. Victims of cyberbullying will have the following effects anxiety, depression, 

low self-esteem, and some even want to commit suicide (Esquivel et al., 2023). Alotaibi (2019), 

also stated victims would face fear and tension, insecurity, high anxiety, depression, and 

psychological and social effects. It will result in emotional, behavioral, and academic problems 

and harm students' academic success. Most frightening Fadhli et al., (2022), the study found 

that students involved in cyberbullying had a significant relationship with suicidal behavior. In 

Malaysia, one case was reported on 5 July 2024 a social media influencer was found dead from 

the suicide impact of cyberbullying (NST, 2024). 

 

Cyberbullying Awareness Program 

Various parties play an important role in implementing effective prevention and intervention 

strategies for dealing with the emotional impact of cyberbullying. The institution has an 

important role to play in dealing with cyberbullying. Through education, universities can 

organize prevention programs, awareness, and subjects related to cyberbullying that can help 

ensure safety and an environment conducive to cyberbullying (Esquivel et al., 2023). Family 

and friends' support also plays an important role in preventing victims from the psychological 

effects of cyberbullying (Ngo et al., 2021). It was also discussed by Kee et al., (2024) that to 

reduce the risk of cyberbullying, education and psychology subjects should add elements of 

cybercrime technology to the curriculum. Exposure to these students will develop critical 

thinking skills, self-awareness, and online autonomy, allowing them to respond to 

cyberbullying incidents with the self-control they have learned.  

 

As can be seen in the literature review, this issue is very serious among teenagers, where 

cyberbullying behavior often occurs. Students need to be aware of cyberbullying behavior, 

which occurs in the school environment and social life, especially by using social media. In the 

Commerce Department, Politeknik Nilai, cybersecurity, and cyberbullying awareness will be 

embedded in the syllabus directly and or indirectly. In addition, a program of awareness from 

subject-matter specialists is invited to ensure students understand the cybersecurity 

environment. But how do students understand and apply what they learn about cyberbullying? 

Therefore, the research objectives have been formulated to identify the level of knowledge and 

prevention against cyberbullying of students. Other than that, to determine the correlation 

between knowledge and awareness of cyberbullying.  

 

2. Methodology 

 

This study method is based on primary sources conducted on Commerce Department students 

from Politeknik Nilai. It is a survey study that uses a purposive random sampling technique. 

The total number of Commerce Department Politeknik Nilai students is 1140. From the total 

population, the minimum sample size determination is 285 people based on Krejcie & Morgan's 

(1971). 

 

This study uses a questionnaire as a research instrument and items were adapted from previous 

studies (Kalender, 2018), and (Thumronglaohapun et al., 2022). Modifications were made to 
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match the title and to facilitate student understanding. This research instrument consists of two 

parts. Part A relates to the demographics of the respondents and Part B includes items that 

measure the two variables, which are knowledge and prevention of Commerce Department 

students of Politeknik Nilai towards cyberbullying. The item of measurement question scale 

for the variable level of students’ knowledge and students’ prevention of cyberbullying is 

answered using a 5-point Likert scale as follows; 1= strongly disagree, 2= disagree, 3= partially 

agree, 4= agree, and 5 = strongly agree.  

 

A pilot study was conducted to determine the validity and reliability of the constructed 

questionnaire using Cronbach's Alpha reliability. The variable level of knowledge and 

prevention practice values are 0.769 and 0.873. This shows that the constructed questionnaire 

has good reliability because Cronbach's Alpha value exceeds 0.7 and it can be used in real 

studies (Butts, & Michels, 2006). The data obtained was analyzed using the Statistical Package 

for Social Sciences (SPSS) software application version 25. This analysis only involved 

descriptive statistics, with simple statistical methods such as frequency and percentage used to 

analyze the data obtained. For the interpretation of the data of this study, it is based on 

Moidunny's (2009) mean score classification as shown in Table 1 below, which is an indicator 

for each average mean score value. To determine the relationship between student knowledge 

and cyberbullying prevention, correlation analysis was used. Correlation tests were performed 

using SPSS. The hypotheses tested in this study are H1: There is a significant relationship 

between knowledge and prevention of cyberbullying. 

 
Table 1: Interpretation Mean Score 

Item Level of Interpretation 

1.00 – 1.80 Very Low 

1.81 – 2.60 Low 

2.61 – 3.20 Simple 

3.21 – 4.20 High 

4.21 – 5.00 Very High 

Sources: (Moidunny, 2009) in (Intan Marfarrina Omar et al., 2020) 

  

3. Results  

 

The sample for this study was taken from Commerce Department, Politeknik Nilai students. 

Table 2 shows the demographic distribution information for the 289 respondents involved in 

this study. Of the 289 respondents, 172 (59.5%) of the respondents were female and the 

remaining 117 (40.5%) were male. The respondents are from four programs in the Commerce 

Department, 126 (43.6%) Diploma in Business Information Systems (DBS), 82 (28.4%) 

Diploma in Logistics and Supply Chain Management (DLS), Diploma in Islamic Finance & 

Banking (DIB)/ Diploma in Islamic Finance (DIF) 51 (17.6%) and 30 (10.4%) Diploma in 

Retail Management (DRM). It consisted of semester 1, 118 people (40.8%), semester 2, 39 

people (13.5%), semester 3, 64 people (22.1%), semester 4, and 30 people (10.4%) semester 5. 

Most respondents allocated 3 to 4 hours to browsing social media in a day and 98 (33.9%) 

respondents have experienced being a victim of cyberbullying on social media social media. 

 
Table 2: Respondent Demographic 

Item Mean Score Frequency Percentage (%) 

Gender 

 

Male 

Female 

117 

172 

40.5 

59.5 

Program 

 

Diploma in Logistics and Supply Chain 

Management (DLS) 

82 

 

28.4 
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Diploma in Retail Management (DRM) 

Diploma in Business Information Systems 

(DBS) 

Diploma in Islamic Finance & Banking (DIB)/ 

Diploma in Islamic Finance (DIF) 

30 

126 

 

51 

10.4 

43.6 

 

17.6 

Semester 

 

 

Semester 1 

Semester 2 

Semester 3 

Semester 4 

Semester 5 

118 

39 

64 

38 

30 

40.8 

13.5 

22.1 

13.1 

10.4 

Estimated time browsing 

social media in a day 

1- 2 hours 

3- 4 hours 

5- 6 hours 

7- 8 hours 

9-10 hours 

> 10 hours 

33 

101 

81 

48 

12 

14 

11.4 

34.9 

28 

16.6 

4.2 

4.8 

Experienced being a 

victim of cyberbullying 

on social media 

Yes 

No 

98 

191 

33.9 

66.1 

 

Figure 1 shows a summary of the types of social media respondents use. Most respondents use 

WhatsApp, TikTok, and Instagram to connect to the internet, and they also use more than one 

social media. 

 

 
Figure 1: Types of Social Media Used by Respondents 

 

Table 3 shows the analysis distribution of the level of respondents' knowledge of cyberbullying. 

The results found that the average mean for all ten items reached a high level which is a mean 

value is 3.99. Item 1: I understand the danger of cyberbullying on social media reaching the 

highest mean score which is a mean value of 4.19. Item 2: I am aware that social media is the 

source of the crime of cyberbullying, obtaining a mean score of 4.18. With the lowest mean 

score value, which is a mean score of 3.77, it shows I know who to refer to if feel threatened 

by cyberbullying in item 8. Findings for the knowledge of cyberbullying variable at a high 

level. 

 
Table 3: Level of Knowledge Towards Cyberbullying 

No Item 
Mean 

Score 

Mean 

Average Score 

Level 

Interpretation 

1 I understand the danger of cyberbullying on social 

media. 

4.19 3.99 High 
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2 I know that social media is the source of the crime of 

cyberbullying. 

4.18 

3 I know the impact cyberbullying has on the victims of 

bullying. 

4.12 

4 I know cyberbullying is a violation of privacy, 

regardless of the intent of the perpetrator. 

4.16 

5 I know about cyber surveillance on social media. 3.83 

6 I know about identity theft on social media. 4.01 

7 I understand how important it is to keep monitoring 

social media activity to prevent the risk of 

cyberbullying. 

3.97 

8 I know who to refer to if feel threatened by 

cyberbullying. 

3.77 

9 I know about cyberbullying laws in Malaysia. 3.79 

10 I know about the cyber security awareness program. 3.96 

 

Table 4 shows the distribution of item analysis of student level of prevention practices towards 

cyberbullying. The results found that the average mean for all ten items reached a high level, 

which is a mean value of 3.77. Item 8: I take precautions to prevent my personal information 

from being shared on social media to achieve the highest mean score which is a mean value of 

4.18. Item 9: I am aware of who I share information with on social media., obtaining a mean 

score of 4.03. Follow with Item 6: I am aware of and careful about who I connect with on social 

media. The lowest mean score value, which is a mean score of 3.40, shows item I am adjusting 

privacy settings and reporting harmful content on social media on item 3. 

 
Table 4: Level of Prevention Towards Cyberbullying 

No Item 
Mean 

Score 

Mean 

Average Score 

Level 

Interpretation 

1 I keep information on who should be consulted in the 

event of cyberbullying. 

3.71 3.77 High 

2 I am always careful when using social media to avoid 

cyberbullying. 

3.83 

3 I am adjusting privacy settings and reporting harmful 

content on social media. 

3.40 

4 I attend a cyber security awareness program 

implemented at my institution. 

3.58 

5 I know how to deal with cyberbullying. 3.72 

6 I am aware of and careful about who I connect with 

on social media. 

4.00 

7 My institution has specific rules regarding 

cyberbullying. 

3.63 

8 I have content monitoring software installed on my 

device. 

3.60 

9 I am aware of who I share information with on social 

media. 

4.03 

10 I take precautions to prevent my personal information 

from being shared on social media. 

4.18 

 

The hypothesis tested in this study is H1: There is a significant relationship between knowledge 

and prevention of cyberbullying. Table 5 shows the positive correlation value between each. 

 
Table 5: Relationship Correlation between Knowledge and Prevention of Cyberbullying 

  Level of Prevention 

Level of Knowledge Correlation 0.403 

 Significance 0.00 
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4. Discussion  

 

The best way to deal with cyberbullying is to be knowledgeable and take preventative 

measures. This study examines polytechnic students' awareness of the value of cyberbullying. 

These findings are discussed in line with the results of the study's data collection instrument, 

and the results of this survey are compared with observations in the literature on cyberbullying. 

 

Cyberbullying is an important issue for society that hurts the younger generation. It can lead to 

serious consequences for users of information technology applications, including resulting in 

emotional, and behavioural challenges and it can contribute to low self-esteem, emotional and 

psychological issues, academic difficulties, clinical depression, (Alotaibi, 2019), and even 

suicide (Fadhli et al., 2022). As a result of the study's findings, the level of respondents' 

knowledge and prevention practice in cyberbullying is high. The significance of the 

relationship between the two variables is a positive correlation value between each. According 

to the findings, respondents are knowledgeable and apply that information, and educational 

institutions create awareness campaigns to raise understanding of the negative effects of 

cyberbullying on students. This finding is the same as Imro’atur Rosyidah et al., (2023) 

educating students about cyberbullying is beneficial. Boosting cyberbullying awareness can be 

achieved by providing information on types, causes, effects, and strategies to overcome 

cyberbullying, which can increase knowledge and understanding. Ngo et al., (2021) agreed that 

educational initiatives method to improve the knowledge and attitudes of teenagers about 

cyberbullying have a positive impact on students not to get involved and become victims of 

cyberbullying. (Lan et al., 2022) study as well as intervention programs that include knowledge 

about cyberbullying are effective in reducing cyberbullying perpetration and victimization. 

 

5. Conclusion  

 

The study results from the respondents gave useful answers to this study. The respondents 

consisted of students from the Commerce Department Politeknik Nilai, level of knowledge and 

prevention about cyberbullying is high. Measuring this level of knowledge and prevention is 

important to see the improvements that need to be made from various sides. The study also 

shows that there is a relationship between student knowledge and the awareness and actions 

taken by students to deal with cyberbullying. Therefore, cybercrime awareness training is 

needed for students to gain knowledge, especially in using social media more safely and 

responsibly. Other than that, all parties must be involved to address and prevent this issue. 

Programs related to cyberbullying and cybercrime are given in courses that are learned directly 

and indirectly at Politeknik Nilai, this increases students' knowledge and understanding of this 

issue. It also provides exposure and awareness to students to always be careful when using 

social media to avoid becoming a victim of bullying or bullying others.  

  

Limitation  

This study has several limitations that should be considered in interpreting the findings. The 

data only includes students of the Commerce Department, Politeknik Nilai; the results do not 

indicate the teenage population. This study is based on self-reported information and tends to 

be biased. Future studies can be improved by strengthening the validity by adding a variety of 

sources, focusing more on the possible impact, and looking more closely at the extent to which 

students act in dealing with cyberbullying. 
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